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THE TRUST TRAP:
YOU'RE NOT TO BLAME

CAMPAIGIN TOOLKIT

This toolkit includes a series of new assets and messages that we
need your help to share with young people and make them aware
of online risks and reporting pathways.
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Your support in sharing this content and protecting young people in our community
Is greatly appreciated.

This campaign uses clips from BBC's popular docuseries | Teen Predator/Online Killer.

O

Alexander McCartney from Northern Ireland, was sentenced to life imprisonment for
orchestrating one of the UK's largest catfishing cases. He used fake online identities to abuse
and blackmail thousands of children globally, leading to devastating consequences including
the manslaughter of a 12-year-old girl.
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1., CAMPAIGN ~2. CAMPAIGN
BACKGROUND OBJECTIVES

The Safeguarding Board for Northern Ireland (SBNI) and the Police Service of
Northern Ireland (PSNI) have partnered with an extemal agency to develop
creative visual assets to educate young people and their parents and carers

about online risks and reporting pathways, in accordance with Northern Ireland AWAREN Ess & EDUCATION

Executive's Online Safety Strategy.

The campaign aims to educate young people and their parents and
The campaign focuses on the following areas: carers, and help them understand how they can protect themselves
and their loved ones from becoming a victim of digital crimes and the
dangers of sending nudes online.

5. ONLINE PREDATORS &
THE ISSUE OF GROOMING SUPPORT

FAKE ON LI N E PROFI LES Signhpost victims to where they can find sources of support and help if

they have experienced catfishing, grooming, blackmail or pressure to
& CATFISH I NG send nudes, or been made to do something else that they didn't want to.

RISKS AROUND YOUNG PEOPLE

& SHARING IMAGES ONLINE ACTION

RAISING AWARENESS the number of yoUng PeopIe reporting crimes reioted
OF DANGERS ON LINE to catfishing, grooming and blackmail to the PSNI.
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3 CAMPAIGN
KEY MESSAGES

AWARENESS

Visit the Police Service of
Northern Ireland website or
SBNI's Online Safety Hub to
learn more about catfishing,
online grooming and risks
associated with sending

nude images.

Trust Trap

Campaign Toolkit

Q
ACTION

If you are a victim, Police
can help. Call uson 101 or
report online at
psni.police.uk/report

CLICKHERE

VICTIM
SUPPORT

Online predators can seem really nice but they
hide who they are by sending fake images &
videos to trick you.

Blackmail, pressure to send nudes & fake profiles
can happen to anyone. If you fall for the Trust Trap,
it is never your fault. You are not alone. You are
not in trouble. Speak up & tell someone.

It's not okay for someone to force or pressure
you into sharing nude photos or videos online.

Predators can create fake online profiles and
trick you into sharing nudes. It can happen to
anyone and it's never your fault.

Children who are targeted online often stay silent
and not tell anyone. Whatever's happening, you
don't have to cope with it alone.

PARENTS
& CARERS

You may think your child would be able
to spot an online predator, but the truth
Is that they are incredibly manlpulatlve
and convincing.

Online groomers may hide who they

are by sending photos or videos of othe
people They will share common interests,
give gifts, and say all the rlght thlngs to wm
their trust. It's not easy for a young { |
tell if someone is genume or not
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4 HOW TO
SHARE

We would greatly appreciate your engagement in sharing the
assets included within this toolkit across your own channels and

Been made to do something online you
didn’t want to?

Being blackmailed after sharing a nude?

N !ocal community groups.that you may be a member of/host. | It can happen to ényone. You're not Whether it was sharing a nude or anything else,
With your help, this campaign can reach as many young people as - toblame and you're not alone. you're not to blame.
possible from all communities in NQrthern Ireland. o | | JELCReelglifelk T aern el
. : . | - Don't pay :
Within this toolkit, there are numerous items of content that you | - Don't pay
can share on your channels and within your network. This includes: Block them . Bleck e

- Report the account to the platform

Report the account to the platform

. Tell a trusted adult Tell a trusted adult

- Report to the police

- Report to the police

Rl @t FeiEE iU S eling/iele Find out more: onlinesafetyhub.safeguardingni.org

Predators create fake online profiles to trick you into sharing nudes.
It can happen to anyone, you're not to blame.
Take control:

Don't pay

Block them
Report the account to the platform
Tell a trusted adult

Report to the police

Find out more: onlinesafetyhub.safeguardingni.org
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B || B || C | TEEN PREDATOR / ONLINE KILLER EE TEEN PREDATOR / ONLINE KILLER

. TEEN PREDATOR / ONLINE KILLER

Chloe131 <

stay on the chat and
don't leave it and
do not be slow|

EVERYONE DESERVES

UNLESS YOU SEND

FREEDOM TO MAKE
ClrOICES:

"

Chloe232

| have your nudes & facepic|

Chloe1313xxx

stay on the chat and
don't leave it and
do not be slow|

.

Messages of Hope The Consequences of The Danger of The Reality of The Voit":esrﬂf .
& Accountability Online Exploitation Online Predators Online Catfishing - of Vlctlms

Trust Trap Campaign Toolkit 006 psni.police.uk/report



https://www.bbc.co.uk/programmes/m002520t
https://www.psni.police.uk/safety-and-support/online-safety/trust-trap
https://www.psni.police.uk/report
https://www.psni.police.uk/safety-and-support/online-safety/trust-trap

CAMPAIGN SOCIAL MEDIA

The Campaign Social Media assets can be downloaded here.

Trust Trap: You're not to blame mﬁﬁfﬁ!ﬂ? Trust Trap: You're not fo blame mﬁ:j?’:&g‘ =" : | ', mE : ot : ; Trust Trap: You're nat to blame zoﬂlgﬁsegarm -v‘--Q'SBNI
| s
BLACKMAIL & FAKE PROFILES IF SOMEONE TRIC
- CAN HAPPEN TO ANYONE. INTO SHARING NUE SR CNINNEEREDINIORS
OR TRIES TO Bl “EEL SAFE ONLINE + OFFLINE CAN SEEM REALLY NICE

IT IS NEVER YOUR FAULT,

BUT THEY [F[DE WHO
THEY ARE BY SENDING

HAVE HEALTHY BOUNDARIES

TRICK YOU.

& TELL SOMEONIEE,

FEEL IN CONTROL

PORT

Call us on 101 or makea |
or visit opli

y _ Call us on 101 or make a report at psni.police.uk/report
or visit onli ingni.

Trust Trap: You're not to blame

. TELLTALE SIGNS OF A
FAKE PROIFILE CAN BE:

ONE IS W o | . - ORPRESSURE YO
TOBE+ - . ~ SHARING NUDE

BLACKMAIL
AFTER &

SEND)!

ASKING YOUTODO
THINGS YOU ARE 0T
COMEORTABLE WITH.

ASKING YOU TO
SENPINUBEJIMACES?

BIFACKIVIAINRRESS Y RIE
L ASENPINVYDES

+ FAKE PROFILES CAN
HAPPEN TO ANYORNE,

Call us on 101 or rake a report at psnipolice.uk/report
or visit onli i i,

Call us on 101 or make a report at psni.police.uk/report.

o visit

Call us on 101 or make a report at psni.police.uk/report.

Call us on 101 or make a report at psni.police.uk/report
or visit i ingni.

ar visit

Call us on 101 or make a report at psni.police.uk/report.

o visit
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PRINTED MATERI

The Campaign Printed Materials include a flyer, poster and business card. These files can be downloaded here.

Police Service 1‘:{*’ SBNI
of Northern Ireland . Sateguarin m

DON'T PAY. BLOCK THEM. TELL SOMEONE.
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Trust Trap

. CAMPAIGN
WEBSITE

All campaign assets can be found here.

For more information on the issues discussed throughout this
campaign and the support that is available, visit the Online Safety Hub.

% Police Service Safety and Support
of Northern Ireland

Quick exit &
Home / Safety and Support / Online Safety / Trust Trap
I Mare infarmation

Trust Trap

The Danger of Online Predators

& Trust Trap: The Danger of Online Predators

WELLTH [ YWHAT '

Campaign Toolkit

9 CAMPAIGN
CONTACT
DETAILS

To discuss campaigh communications, please contact
Natalie McFall

Communications Manager

Police Service of Northern Ireland
natalie.mcfall@psni.police.uk

Police Service

of Northern Ireland

¢ To discuss issues of Online Safety, please contact
L s BN I Orla O'Hagan
| Online Safety Coordinator
Safeguarding Board :
e sl Safeguarding Board for Northern Ireland

Orla.O'Hagan@hscni.net

psni.police.uk/report
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